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1. Whatis the primary purpose of a Rules of Engagement (RoE)?

A. Document all discovered vulnerabilities
B. Define scope, permissions, and test constraints
C. Configure client's firewalls before testing

D. Automate daily progress reporting

Answer B

2. How many questions are on the CPT-002 exam, and what is the passing score?

A.50 Qs, 70% pass
B. 60 Qs, 75% pass
C. 35 Qs, 85% pass
D. 40 Qs, 80% pass

Answer D

3. What does passive OS fingerprinting allow the tester to do?

A. Identify open ports via scanning
B. Determine OS by analyzing traffic
C. Log into a system without credentials

D. Execute attacks without detection

Answer B

Global Institute of Professional Management Certification (GIPMC)



GIPMC

— = = = = ==

3

GLOBAL INSTITUTE OF PROFESSIONAL
MANAGEMENT CERTIFICATION

4. Which toolis commonly used for passive OS fingerprinting?

A. pOf
B. Nmap

C. Metasploit
D. Hydra

Answer A

5. What legal action must always be taken before a penetration test begins?

A. Update firewall rules

B. Obtain written authorization
C. Configure intrusion detection

D. Wipe logs to start fresh

Answer B

6. Which type of testing gives the tester full system knowledge before starting?

A. Black-box
B. Grey-box
C. White-box

D. Passive-box

Answer C
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